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1. Motivation SICA@A
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(m] Motivation

% Software Countermeasure against side channel analysis
> Boolean Masking
v" Easily compatible

v Low cost

(Masked Variable)
xPr

Boolean

X

(Intermediate Variable) Masking >

(Random Variable)
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1. Motivation SICA@A
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X% SPN : Substitution-Permutation Network

(m] Motivation

%> When Boolean Masking countermeasure is applied to block cipher based on SPN structure

» Nonlinear operation consumes heavily cost to construct countermeasure

Generating Masking S-box

1. fori from0to 2" —1

S-box operation In order to 2. MS(x®m)=Skx)dm'
3. endfor
reduce the cost 4, Return MS

:

1. return S(x) Solution : ‘

Tablization Masked S-box operation

1. return MS(x")
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% ARX : Addition-Rotation-Xor
(m] Motivation

“* When Boolean Masking countermeasure is applied to block cipher based on ARX structure

» The bit size of addition : generally 32 or 64 bit

v" Totally tablization is impossible because of too large
x @ my y ®m,

Boolean to Boolean to

Arithmetic Arithmetic

Addition operation X —my y—m,
Solution :

BtoA and AtoB

A 4
A

l. return x +y

% BtoA : Boolean to Arithmetic Masking

Arithmetic to

AtoB : Arithmetic to Boolean Masking Boolean

x+y}®m,
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(m] Motivation

% History

Scheme First-Order Countermeasure Complexity
BtoA & AtoB [CHES 2001] Goubin Method 0(1) & 0(k)
AtoB [CHES 2003] CT Method Lookup Table (Tablization)
AtoB [CHES 2004] NP Method Lookup Table (Tablization)
AtoB [CHES 2012] Debraize Method Lookup Table (Tablization)
AtoB [COSADE 2014] KRJ Method O(k)
AtoB [*] [FSE 2015] CGTYV Method O(logk)

[*] [FSE 2015] Jean-Sébastien Coron, Johann GroBschédl, Mehdi Tibouchi, Praveen Kumar Vadnala : Conversion from Arithmetic to Boolean Masking with Logarithmic Complexity

X CGTY method is based on the principle of Kogge-Stone Adder
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% 10T : Internet of Things
(=] Motivation

R/

 Kogge-Stone Adder is dependent on the size of addition bit

x D m, y ®m,

Boolean to Boolean to

e The size of register bit : I bit

Arithmetic Arithmetic

The size of arithmetic operation bit : k bit
IoT

\ 4

Chip

A 4
A

The constrained device

Arithmetic to
Boolean

How can I implement the countermeasure when [ < k?

x+y}@®m, For example) l = 4, k=8
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X Notation
IEI [FSE 2015] CGTV methOd The size of register bit : [ bit

The size of arithmetic operation bit : k bit

% [|FSE 2015] CGTYV method is based on Kogge-Stone Adder

> k=8 n,=3

Algorithm 1 Kogge-Stone Adder

Input: =,y € {0,1}*, ni = max([log (k —1)],1)
Output: z =+ y mod 2"

- P+—rdy

G+—rAhy

fori:=1tony—1do
G—(Pr(Gx2"))ad@
P+ PA(P<271)

end for

G+ (PAr(G<2"Y))aG

return = &y & (26G)
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X Notation LI
IEI [FSE 2015] CGTYV method : Limitation The size of register bit : [ bit

The size of arithmetic operation bit : k bit

% [|FSE 2015] CGTYV method is based on Kogge-Stone Adder

IoT

Chip

The constrained device

> k - 8’ l =4 Algorithm 1 Kogge-Stone Adder
Input: z,y € {0,1}*, n;. = max([log (k — 1)],1)
Output: z =z +y mod 2*
1: P+—rgvy
. 2 G+—zxhy
Notation Array 1 Array 0 3: fori:=1ton,—1do
& G+ (PA(G=27Y))ad
5 P+ Pa(Px27h
6: end for
TG (PAG=2"))aC
x(l) | |x(0) x(7) x(6) X(S) x(4) x(3) X(Z) x(l) X(O) 8 return x Gy D (2G)
D [ y® [v6 |v@® |3 | y@ | @ |4 Using array concept
Yllyco y [y [ y®) [ y® 1y 1y y gy
Algorithm 4 Generic Variant for Kogge-Stone Adder
Zq)||z @ |0 |, |,o |, |, |,0],0 o s gy~ Gl )
1 0 7 6 4 3 2 1 0 n = max([log (k —1)],1
( ) ( ) Z Z Z Z Z Z Z Z Output: z = (z(m—1)||-* ||z)) =z +y mod 2k
1: E}p(m_L)H e ||P(U)% — %x(m_l;ll " '||'-T(0); D (‘y(m_l}H e ||LI'(U))
2 (G-l - llgy) ¢ (Tm-nll---llz@©) A ('y(m—l}H T ||y(u))
. . . 3: fori:=1ton—1do
8-bit Generic Variant Kogge-Stone Adder 4 (Ameyl|--- ||hm)g < Shift[g, 2]
5 (-l |[h©) < (Pen—vl '--||1?{0); A Eh(m—l)H c[|hy)
6:  (gem—n)ll--- ll90) < (Rem-vll-- - [|ho)) @ (gim-1]- - |l900))
7 (Ramu)|--- [|he)) « Shift[p, 2" 7"]
8: Pan-n |l 1IP) + (Prm—nll - ll2@) A (Bl - - [[0))
9: end for
10: (hgm—_pll--- ||h([})} <+ Shift[g, 2"~ ]
112 (Ao |-+ By} < (Pam-nll - lIP)) A Eh(m—nll -+ |lhy)
120 (ggm—yll--- llgc)) + Bim-nll--- [|hy) ® Gim—n)l|--- ||§(u))
13: (Rgm—n)ll- - [|R)) « Shift[p,27~"]
14: return (:r{m_l) B YUm-1) B myyl|- - [|Z0) B Yi0) & h([}))
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(m] OQur Contributions

IoT

v

A

Chip

Existing Scheme Our proposal

The constrained device

Generic Kogge-Stone Enhanced Kogge-Stone

Arithmetic to Boolean Conversion Arithmetic to Boolean Conversion

. . . .
= Using array concept Low cost consumes when using secure operations

. . v The size of operation unit : the size of register bit
= High cost consumes because of secure operations

v" The size of operation unit : the size of arithmetic operation bit = Easily control the carry bit
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[®] Our Contributions — Generic Kogge-Stone AtoB Conversion

% [FSE 2015] CGTV method

» Basic operation : Secure Shift, Secure And, Secure Xor

Algorithm 5 Kogge-Stone Arithmetic to Boolean Conversion

Input: A, 7 € {0,1}* and n; = max([log (k — 1)],1)
Output: ' such that 2’ & r = A+ r mod 2*

1: Let s + {0,1}*, t + {0,1}*, u + {0,1}*

2: PP+ Ads

3: PP+ P ds
4: G'—sd((Amt)Ar)
5 G« G @(tnr)
6
T
3

cfori:=1ton—1do
H + SecShift(G", s, t,?"‘_l}

. U+ SecAnd(P',H,s,t,u)
9: G+ SecXor(G',U,u)
10: H + SecShift(P’, s,t,2'7")
11: P+ SecAnd(P',H,s,t,u)
122 P« P a@s
13: P+« Paou
14: end for
15: H + SecShift(G’, s, t,2" 1)
16: U + SecAnd(P',H,s,t, u)
17: G' + SecXor(G',U, u)
18: ' + A 267
19: 2’ « ' © 2s
20: return =’
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[®] Our Contributions — Underlying Concept

Notation Array1 Array 0
The size of arithmetic operation bit
x(l) | |x(0) x(") x(s) x(-'i) x(“) x(3) x(z) xcl) x(n)
+ +
l=4 Z(1)l|z(p) 2 | 26) |z | z@ | 58) | ;@ | ;) | @

8-bit Generic Variant Kogge-Stone Adder

‘ Enhanced Variant Algorithm
Notation

Xay Xgr  Xg ) ;Eﬁ'i....__‘ 26 [ 2® | @ ;&Ti.. 1. 2@ [ 2@ |20 | ©
R e __| [ X | N ®
Yo u Y v Y(0) ikl iy 8 "*-.,I‘ YO 1y® [y® [® =] y@ [ y® | y® |y©
i« ic L
g "Iy ° I 2(7) o) [ 2® | 2® | 2@ i' @ [® | ;@ |0 | z©
% c: the carry value

4-bit Kogge-Stone Adder 4-bit Kogge-Stone Adder 4-bit Kogge-Stone Adder
Side Channel Analysis Design Academy (SICADA)
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(@] Our Contributions — Underlying Concept [m = 2]

Notation Array 1 Array 0
The size of arithmetic operation bit
x(l} | |x(0) x(") x(s) X (5) x(“) 1(3] x(z) x(’-) x(n)
+ T
l =4 2(1) ”z(o) z(’) 3(5) z(sj z(") 3(3) z(z) 3(1) z(n)
8-bit Generic Variant Kogge-Stone Adder
‘ Enhanced Variant Algorithm (m = 2)
F====1
Notation i_‘i(f)_ _E“"
D .
====
X(Z) » x(i) .‘ XEO) 1(7) \‘..“ x(‘) 1(5) x(‘l‘) c(“) iq. - x(’) x(z) x(l) x(o)
‘-. '-. \
+ 1 + 1+ 9 e || (03
! ! \ .
Ytz) 'l,li Y(i) '-.i Y(ﬂ) ¥y (7) ".‘ y(sj y(’) y(“) C(“) iq,_ . 3 y(al y (2) y(i) y(o)
/ ; | -===' I J
e e L
V4 5 z' %, 7z :"J" R :"""
(2) (1) {0) 3(7) 1 c(ﬂ 2(5) z(s) z(“) 1 c(‘) 2(3) z(z) 2(1) zc")
3¢ c: the carry value 1-bit Adder 4-bit Kogge-Stone Adder 4-bit Kogge-Stone Adder

Side Channel Analysis Design Academy (SICADA)

Apr.13.2017 [COSADE 2017] Efficient Conversion Method from AtoB Masking in Constrained Devices

15/25



3. Our Contributions

SICATA

Sida Chennel Analysis Design Academy

m] OQur Contributions — Pseudo Code for Enhanced AtoB Conversion

Algorithm 3 Enhanced Variant for AtoB Masking

IHPUt: a = (a'(m. l)| | e ||ﬂ(ﬂ}) 2= (T‘(IH l}|| e ||T[O)) € {D l}'k
n; = max([log (I — 1)] , 1)

Output: z = {1‘-(,“ - ||I(n)) such that t & r =a+r mod 2*
Los« {0,1}, t < {0,1}, u « {0,1}', 8 « {0, 1}

2 agy +— (a.['{ 1]|| . -||a(n)), o) ('Jr'{E l)|| o ||'r(n)), C 6

3: fori:=1tomdo

£ ag + (DD gl o)

5y + (FOOTDH D o)

6: end for The number of blocks
7: for j =0t
3: }’Z = ?}% s — 4-bit Kogge-Stone AtoB conversion (Step.8 ~ Step. 27)
be — T J]
10: G’{—Se(éﬂ(j)@t) /\T(j))ec — -
11: G+« Ga(thrg) @ ,,-m . m O | |,,tsa |,,m |_.,,(1)|x(o:l |
12: fori:=1ton —1do @""‘ ~, @ pal I .
13: H < SecShift)[G, s, t,2" '] 5 [ i Yo [y [ye [ym [eo e y@ [y@ [0 [y@
14: W + SecAnd;[P, H, s, t,u] ““' --- """ '
15: G « SecXon [G, W, 1] -
16:  H < SecShifu[P,s,t,2"] 20 e {20 |20 |20 | e |2 |40 |20 |40
17: P+ SecAnd,[P, H,s, t,u] 4-bit Kogge-Stone Adder 4-bit Kogge-Stons Adder 4-bit Kogge-Stone Adder
18: P+« Pds
19: P Pgu
20: end for v The si . ., . . . .
e size of operation unit : the size of register bit (4 bit
21:  H + SecShift,[G, s, £,2" ] P 8 (4 bit)
22: W « SecAnd;[P, H,s,t,u]
23: G+ SecXor; (G, W, u]
24: X%;’) — gy &+ {QG)
26: if j # 0 then X/, « X/, 1 Securely control the carry bit
27 end if
28 |C—[{G>(-1)}ada{s> (-1}
29: end for
30: (:r('na 1]|| e ||I[D)) — (XETH]“ '°||XED)) mod 2k

31l return r = (:r(m 1)|| the ||5"'(0])
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m] OQur Contributions — Pseudo Code for Enhanced AtoB Conversion

Algorithm 4 Enhanced Variant for AtoB Masking (m = 2)

Input: a = (ﬂ[nz'* 1)|| e ||a(())) W= ('r(m— [)II e ||‘r(0)) € {0 l}k
n; = max([log (I —1)],1)
OQutput: z = (r(m,.l)H cee ||:r(0)) such that & r =a+r mod 2F

Ls+ {0, 1}, ¢ + {0,1}', u « {0,1}, & « {0,1}
2 ag) (a“*“n .--|1a(”-’), ra) — (r“*l)gi-u||r(“)), Cd
3: fori:=1 tom do
40 agy) + (a(f(‘ “DH=D) L el "'!)-1“1)”0)
. . Sl =1)+1-1) (i(l=1)+1)
5 T+ (7 [« ||r [0
Cw ( ) The reduced the number of blocks to m — 1
6: end for
7: for j := 0 tol
R P+ ag@s . .
9. P+ Pdrg — 4-bit Kogge-Stone AtoB conversion (Step.8 ~ Step. 30)

10: G+ s ((ﬂ.(j; & t) A r(_,-}) ac

1: G+« Ga(thrg) e
p . . ==

12:  fori:=1tom —1ldo 2 |25 [x@ | @ o] x® | 2@ | x@ | x©@
13: H < SecShift;[G, s,1,2" 7] -
140 W « SecAndy[P, H, s, 1, 1] i © || D
15: G + SecXon |G, W,u] 1 N PO POR PYORPIO el [ [y@ 5@ |y [y©
16: H  SecShift,[P,s.£,2'"") -| el b -
17: P + SecAnd;[P, H, s, t,u] ]
18: P+ P®s i b, PR

Lo | 30 [ 55 | z@® @ |26 | 2@ |2 | z@
19: I)‘(— P%Eu '_E___ z z z }_(i__ z N z z
20:  end for
21:  H « SecShift,[G, s,t,2"" 1] 4-bit Kogge-Stone Adder 4-bit Kogge-Stone Adder
22: W « SecAnd,[P, H, s,t,ul
23: G « SecXor |G, W, u] v' The size of operation unit : the size of register bit (4 bit)

25: X(j) - X(’_,') & (2s)

26: if j # 0 then e

: ! / . . . . e
2 Xy & X > 1 Most Significant Single Bit )
28:  end if -
29: C+[{Gx»(-1}adla{s>(l-1)} )
30: end for 7
31:'.’1,‘(,") — (a(,,,) B CT) 695
32 (-l llw@) < (Xl -+ | X{p)) mod 2¢
33: return z = (z(.,,, —ll-- ||I(n)) o
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% Notation

(m] Analysis and Implementations : Comparison (1) k: the size of arithmetic operation bit
[: the size of the register bit
m: the number of blocks

ng,: max([log(a — 1],1) (@ = korl)

Computational Complexity

Algorithm

[FSE 2015] 3k 20mn;, — m — 4n, 8mn;, — 2m 8mny, — 4n,,

Enhanced Kogge-.Stone 41 16mn; + 5m + 16n; — 1 8mn;, —m+ 8n; — 4 dmn; +7m +4n; — 5
AtoB Conversion
Enhanced Kogge-Stone | 16mn, + 3m + 20 gmn, — 2m + 7 4mny + 3m +9

AtoB Conversion (m = 2)
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4. Analysis and Implementations SICA@A

Sida Chennel Analysis Design Academy

% Notation

(m] Analysis and Implementations : Comparison (1) k: the size of arithmetic operation bit
[: the size of the register bit
m: the number of blocks

ng,: max([log(a — 1],1) (@ = korl)

Computational Complexity

Algorithm

[FSE 2015] 3k 20@— m — 4n, 8@— 2m 8@— Any,

Enhanced Kogge-Stone | ) 16ﬂ@§+ 5m + 16n, — 1 sﬂé— m +8n; — 4 4n@§+ 7m + 4n; — 5

AtoB Conversion

Enhanced Kogge-Stone

AtoB Conversion (m = 2) 4 16mn, + 3m + 20 8mn; —2m +7 4mn; +3m + 9
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(=] Analysis and Implementations : in the simulated AVR, MSP, ARM boards

Algorithm Clock Cycle | Penalty Factor
[FSE 2015] 8 64 2,864 1.00
Enhanced Kogge-Stone AtoB Conversion 8 64 1,217 0.42

X Simulation Program : AVR Studio 6.2

[FSE 2015] 16 | 64 2,705 1.00

Enhanced Kogge-Stone AtoB Conversion 16 | 64 765 0.28

X Simulation Program : IAR Embedded Workbench Evaluation

[FSE 2015] 32 | 64 1,196 1.00

Enhanced Kogge-Stone AtoB Conversion (m = 2) 32 | 64 384 0.32

X Simulation Program : ARM Developer Suite v1.2
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(=] Analysis and Implementations : Application to First-Order Masked SPECK

Algorithm Clock Cycle | Penalty Factor
Non-masked SPECK 8 64 24,360 1.00
Masked SPECK with [FSE 2015] 8 64 177,303 7.27
Masked SPECK with Enhanced Kogge-Stone AtoB Conversion 8 64 112,951 4.64
Non-masked SPECK 16 | 64 21,446 1.00
Masked SPECK with [FSE 2015] 16 | 64 143,642 6.70
Masked SPECK with Enhanced Kogge-Stone AtoB Conversion 16 | 64 81,562 3.80
Non-masked SPECK 32 64 10,279 1.00
Masked SPECK with [FSE 2015] 32 | 64 71,006 6.91
Masked SPECK with Enhanced Kogge-Stone AtoB Conversion (m = 2) 32 | 64 44,936 4.37
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(m] Conclusion

R/

¢ Our solution applies to directly low-resource device

»  Suitable to IoT device

< Implementation performance increases approximately 58~72% over the original algorithm results

>  When applied to SPECK, 36~43% improvements

@,

*» Extension to higher-order AtoB masking scheme and arithmetic operation without conversion
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