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Story?
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 MSP-EXP430FR5969 (kit)

 MSP430FR5969 (MCU)

– FRAM

– Ultra-Low Power

– AES (hardware)
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Story? (FRAM)
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 non-volatile like flash

 much faster than flash (@ write) “125 ns”

 much less power than flash (@ write) “82 µA/MHz”

 super high write cycles “1015”

 destructive (each read is followed by a write)

– read speed limited to write speed

– currently @ 8MHz

– small cache for higher speeds (16MHzs)
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Story? (Low-Power)
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Story? (Low-Power)
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Story? (AES)
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 Supporting 128, 192, 256 key sizes

 Supporting ECB, CBC, OFB, CFB

 Supporting pre-computed and on-the-fly KeySchedule

 not super fast
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Setup
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Setup matters?
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AES (hardware)
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 AES-128 encryption        (really low power)
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AES (software)

COSADE 2015 | Berlin | 14. April 2015                                                                                        Amir Moradi

 taken from http://www.ti.com/tool/AES-128

 @ first glance, variable timing -> MixColumns

unsigned char galois_mul2 ( unsigned char value )

{ if (value > >7)   {

return (( value << 1) ^ 0 x1b);  } else

return ( value << 1) ;  }

 Conditional branch!

– vulnerable to state-of-the-art timing attack

– vulnerable to SPA

http://www.ti.com/tool/AES-128
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AES (software) @ 8MHz
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 Much more power consuming than the hardware module
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Cache / AES (software) @ 16MHz
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 two-way set-associative

 pretty small

 shared

– both program and data

 opens new doors for SCA

– trace-driven cache attacks

– may face many challenges due to its shared fashion

 SubBytes @ 16MHz
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Internal Architecture
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 mainly unknown to the end users

 pipelined CPU architecture with ??? stages

 usually such unknown architectures cause masked implementations to 
be still vulnerable

 Case study:      S. Kerckhof, FX. Standaert, and E. Peeters  @ CARDIS 2013
“From New Technologies to New Solutions - Exploiting FRAM Memories 
to Enhance Physical Security”

a1
k, a2

k, a1, a2, a3
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Masked Reduced LED @ 8MHz
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copyright @ KSP_CARDIS 2013

 16-bit state and 4 rounds

 measurements excluding tables’ pre-computation
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Masked Reduced LED @ 8MHz
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 non-specific (fixed vs. random) 1st-order t-test

mov #STATE , pointer

rlam #4, st0

add st1 , st0

mov.b st0 , 0( pointer )

rlam #4, st2

add st3 , st2

mov.b st2 , 1( pointer )

0(pointer) and 1(pointer) have 
been filled before by the 

unmasked plaintext

writing random data into a 
location leaks also about the 

previously stored value
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Masked Reduced LED @ 8MHz
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 These two memory locations cleared before being measured

mov #STATE , pointer

mov.b #0x00 ,0( pointer )

mov.b #0x00 ,1( pointer )

 still 1st-order leakage
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Masked Reduced LED @ 8MHz
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 intensive investigations by inserting several nop instructions 
between probable leaky instructions

 finally, (masked) table look-ups 

– “reading from the tables stored in FRAM”

mov.b @pointer , m0

 several attempts to avoid the leakage 

– e.g., by clearing the target register m0 beforehand 

– no success…
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Sum up
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 state-of-the-art attacks on unprotected device

– expected results

 difficulties on measurements due to the low-power design

– a suitable method to measure

 AES hardware accelerator, attackable but not easily

 software implementations highly vulnerable

 cache may become a leakage source

 unknown internal architecture may turn a masked implementation into 
a vulnerable design

 This work just gives an overview about the possible leakage sources 
when such a platform is being used in security-critical applications.
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Thanks!

any questions?

Embedded Security Group, Ruhr-Universität Bochum, Germany

amir.moradi@rub.de


