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This Presentation in 60 Seconds



BACKGROUND



Background: Synchronous Capture



Background: Synchronous Capture



Background: Synchronous Capture



Background: Clock Recovery



HARDWARE DESIGN



ChipWhisperer Block Diagram



Modular FPGA Design



Modular FPGA Design



Hardware Implementation
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SAKURA-G Version



Clock Routing



Clock Phase Adjustment



Glitching Support
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Partial Reconfiguration
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Multi-Target Board



Programming 

AVR/Xmega/MegaCard



Multi-Target Board
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SOFTWARE DESIGN
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Scripting
#Make the application
app = cwc.makeApplication()

#Get main module
capture = cwc.ChipWhispererCapture()

#Show window - even if not used
capture.show()
pe()

#Call user-specific commands 
usercommands = userScript(capture)

usercommands.run()



Scripting
#Example of using a list to set parameters. Slightly easier to copy/paste in 
this format
lstexample = [['CW Extra', 'CW Extra Settings', 'Trigger Pins', 'Front Panel 
A', False],
['CW Extra', 'CW Extra Settings', 'Trigger Pins', 'Target IO4 (Trigger 

Line)', True],
['CW Extra', 'CW Extra Settings', 'Clock Source', 'Target IO-IN'],
['OpenADC', 'Clock Setup', 'ADC Clock', 'Source', 'EXTCLK x4 via DCM'],
['OpenADC', 'Trigger Setup', 'Total Samples', 3000],
['OpenADC', 'Trigger Setup', 'Offset', 1500],
['OpenADC', 'Gain Setting', 'Setting', 45],
['OpenADC', 'Trigger Setup', 'Mode', 'rising edge'],
#Final step: make DCMs relock in case they are lost
['OpenADC', 'Clock Setup', 'Reset DCMs', None],
]

#Download all hardware setup parameters
for cmd in lstexample: cap.setParameter(cmd)



Scripting
print "Loading CW-Extra Module"
usi = cwe.CWUniversalSerial()
usi.con(cap.scope.qtadc.sc)

usi.setBaud(9600)
usi.setParity("even")
usi.setStopbits(2)
usi.write([0x80,0x04, 0x04, 0x00, 0x10, None, 0x01, 0x01, 0x01, 0x01,

0x01, 0x01, 0x01, 0x01, 0x01, 0x01, 0x01, 0x01, 0x01, 0x01, 0x01, 0x01])

time.sleep(0.05)

usi.read(16, startonly=True)
usi.write([0x80,0xC0, 0x00, 0x00, 0x10])
p = bytearray(usi.read(16, waitonly=True))
for t in p:

print "%2x "%t,











USAGE EXAMPLES



Example: Glitching on UART Byte



Example: Glitching on UART Byte



PicoScope Version #1



PicoScope Version #2



Capture Speed Results



Questions?

http://www.chipwhisperer.com/
http://www.newae.com/sidechannel/cwdocs
mailto:coflynn@newae.com

