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Motivation

@ Template Attack is one of the most powerful
attacks

® Need to control the attacked device
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Outline

@ Step-by-step HOWTO
@ Simulations, Experiments & Discussion

® Conclusion & Future works
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HOWTO : SSTA




The case

{ @ AES, 10 rounds, 128-bit key

@ manipulates 1 byte at a time

@ Can collect power traces

@ Has his own key

Attacker @ Has several accomplices
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Choosing the point

Use d/e;ﬂ;endency (e.g. Mutual information, Pearson correlation, ...)

jeudi 7 mars 2013



Power consumption
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Clustering

Algorithm : Clustering around medoids
Input : points and number of clusters
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Clustering

10

jeudi 7 mars 2013



Labeling clusters

Sort clusters dependmg <
on the average value-
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Getting the HW

We know the HW of each cluster!
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Key recovery

for each byte

HW of each

byte of the key
T

Crypto ,
Algorithm’s —

description
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Simulations, Experiments
& Discussion
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Number of known keys

Probability of having 3 to 9 different HWs
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Experiment I

| ATMega 328P
1st round

of AES NERRERRR

SSTA Y

@ Key : O0x00 except attacked byte
Template Attack 84

@ plaintext : Ox00
Random Forest 78
. @ average of 128 traces
Support Vector Machine 84
; @ all 256 values in the set U

Simple model 27
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Experiment II

| ATMega 328P
1st round

of AES NERRERRR

SSTA 53
@ Key : random values

Template Attack 72

@ plaintext : fixed random
Random Forest 3

. @ average of 100 traces
Support Vector Machine 9
, @ 210 random values in the set U

Simple model 27
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Noise

Success rate depending on noise
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Clustering errors

SSTA %%

Experiment I 62 90 1(0/0)

Experiment 11 53 85 1(0/0)

Simple model 27 71 92
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Conclusions &

Future works
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Conclusion

SSTA

for each byte

@ Relaxes hypotheses
® Need few known keys
@ Attack many power traces at a time

@ Practical attack
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Future works

@ vary tools (dependency, clustering)
@ adaptation to multivariate attacks
@ study protected devices

@ vary devices and crypto algorithms

22

jeudi 7 mars 2013




The end

@ http://www.ulb.ac.be/di/dpalab/

@ http://qualsec.ulb.ac.be/

@ nikitaveshchikov@ulb.be
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@ clustering traces of K
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