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CONTEXT : FAULT INJECTION

R ! 00001010101010101010
11001010101010101010 >

110011011101010100011 |

Faulty
Ciphertext

Fault injection means : Power supply glitch, Clock glit ch, EM glitch, Laser shot ...

disturb the encryption/decryption process through unusual environmental conditions i
order to :

 reduce the encryption complexity (e.g. round reduncanalysis),

« differential fault analysis = comparison betweerrect and faulty ciphertexts.

« safe errors, HW/SW reverse engineering, ...

> retrieve information on the encryption process (hérmation leakage) | PAGE 3
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DE LA RECHERCHE A L'INDUSTRIE

Initial round

Rounds 1..9

Final round

ADVANCED ENCRYPTION STANDARD

128 BITS REMINDER

M
State
cipher key
(AddRoundKey ) - K
...................................... N
(1-SubBytes )
|
(" 2-shiftRows )
|
CS-MixColumns) round key
|
(4-AddRoundKey> et K
L/
( SubBytes )
|
( ShiftRows ) round key
('AddRoundKey ) - Ko
Ciphertext C

www.emse.fr
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STATE-OF-THE-ART -
cea OF ROUND MODIFICATIONS ANALYSIS AN e
M RoundM odificationAnalysis

g State . .

<) cipher key U RoundReductionAnalysis

:g ((AddRoundKey ) K decrease the number of executed rounds

...................................... N N _

. (r-subBytes ) HdRoundAdditionAnalysis

‘:: ( 2-ShifItFIows ) increase the number of executed rol

© |

g CS-MixCiolumns) round key

(4-AddRoundkey) - K; QRoundAlterationAnalysis
L/ modification of the round order

= ( SubBytes )

c |

3 ( shiftRows ) round key

— |

_E CAdd RoundKey) & Ko

LL

Ciphertext C | PAGES
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STATE-OF-THE-ART

C@ OF ROUND MODIFICATIONS ANALYSIS

M RoundM odificationAnalysis

g State ] ]
S cipher key U RoundReductionAnalysis
S (AddRoundkey ) K _
E H. Choukri et al. [2005]

--------------------------------------------------------------------- J.H. Park et al. [2011]

(1-SubE!ytes ) _ _
| Iteration
3 ( 2-ShifItFIows ) K.S.Baeet al.[2011]
[%2]
g CS-MixColumns) round key
O I — .
& (+-AddRoundKey) - K, dRoundAddition Analysis
J.M. Dutertre et al. #3 [2012]

................................ COMP (RC, RCwmax )
o C = ) QRoundAlterationAnalysis
c
3 ( shiftRows ) round key ]
= I J.M. Dutertre et al. #2 [2012]
E (AddRoundkey )< Kig
LL

Ciphertext C | PAGE 7
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STATE-OF-THE-ART
—~ OF ROUND MODIFICATIONS ANALYSIS

Attack Mean Type Encryption sequence Req. Key
texts search
average
time
H. Choukri et al. PIC16F877 Power Round Ro-R, 2 = 1 second
[FDTC'05] 8-bit Glitch  Reduction
J.H. Park et al. ATmegal28 Laser Round Ro'Rl'Rlo 10 = 10 hours
[ETRI'11] 8-bit Reduction
K.S. Bae et al. ATmegal28 Laser Round Ro--Rs'Rlo 2 = 1 second
[ICCIT'11] 8-bit Reduction
J.M. Dutertre et al. Unknown mcu Laser Round Ro--Rs'Rm'Rf 3 = 1 second
#2 [HOST'12] 0.35um 8-bit Alteration
J.M. Dutertre et al. Unknown mcu Laser Round Ro--Rg'Rm—lo'Rf—u’ 3 =~ 1 hour &
#3 [HOST'12] 0.35um 8-bit Addition - - 30 minutes

| PAGE 8
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PROPOSED

ROUND MODIFICATIONS ANALYSIS

K9
(ARK)
: Fault model : Instruction alteration
M, 4
: +
: CR=9 LS XR=10
: SB
-
o :
= :
c .
3 :
= [KS ]
7
) i
K10 Y
C
C (correct ciphertextr SR 0 SBiM,) [ K,

C (correct ciphertextr FR Mo) U Ky
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PROPOSED

ROUND MODIFICATIONS ANALYSIS

K9
(ARK)
. [SB
N
— .
© .
[ -
3 :
H x5
A4
] GARKD
K10 Y
C

Fault model : Instruction alteration

Round =10’

K’y K10

] ]

MCoSRoSB(M,) M, SB(M,) SROSB(M,.) D

D (faulty ciphertext= SR 0 SB [MC 0 SR 0 SBfp) U K'¢] O K’
D (faulty ciphertext= FR [ MRYIo] UKol 0K 1

C (correct ciphertextr SR 0 SBiM,) [ K,
C (correct ciphertextr FR Mo) U Ky
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PROPOSED

Cea ROUND MODIFICATIONS ANALYSIS

1 plaintext D (faulty ciphertext= FR [MR(Mg) [] K’g] 1K 10
C (correct ciphertext FR (Mg) [] KlO

2 plaintexts
Ma MPD FRYD2OK' ;o O FRL(DO K’ 10 = MC(Ca0 Cb)

2 hypothese on eacl’ ,, byte (27¢for a 128-bits AES key)

Calculationtime : < 1 second

4343

Alternative solution : 3 plaintexts, instead of 2
thus, 1 hypothesis for eagh,,byte

| PAGE 12
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PRACTICAL ELECTROMAGNETIC

— GLITCH SETUP

On the fly debug

via USB

» Control computer
* The target device
» Motorized stage
 Pulse generator
 Coil antenna. Coil

antenna € /

R5232

Target ——>

i Pulse generator

e Pulse width : 10 ns Motorized
* Rise and fall transition time : 2ns stage
» Pulse amplitude : -200V / +200V

The computer controls both the pulse generator (through a rs-232 link) and
the target board (through a usb link).

| PAGE 14
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PRACTICAL ELECTROMAGNETIC

GLITCH SETUP

® [bfd Aeee d A '
/.33 3b0GeeBRdE

Target Description

Al B L
> 3 {3
LBl N S o 4

aluife o cfe b 0o

EG @ AR A .elz00
; "

» Up-to-date 32-bit microcontroller

* Designed in a cmos 130nm technology
» Based on the arm Cortex-M3 processor.
» Operating frequency is set to 24MHz.

» Can detect several types of hardware fa R
* When a specific type of hardware fault is detected, the processes its associated interrupt.

»

Exception Description
Hard fault Error during exception processing

Has the highest priority
Bus fault Memory related fault

For an instruction or data memory transaction
Memory Triggered by the memory protection unit
Management Fault|Possible access to a restricted memory area
Usage Fault Fault related to instruction execution

Undefined instruction, illegal unaligned access, etc.
Clock Security Error on the high speed external clock
System
Programmable The power supply is under a user-defined threshold | PAGE 15
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EMG PROFILE OF THE TARGET

EM Channel : main strengths

B Does not require depackaging the target.
B Does target the upper metal Layer (Power/Ground or Clock networks).

04 T T

« 180V injected EMG during 20ns Logical Effect :
03 e negative spike of less than 50ns width and 1 _ _
300mV amplitude. instruction alteration

Core Power Supply [ Volts)

—0.2r ZOOM

=0. !
8.5 1 1.5 2 25 3 35 4 45 5
Time (50 us/div)
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DE LA RECHERCHE A L'INDUSTRIE

cCead EXPERIMENTAL OUTLINE

Algorithm 2 Experimental process

Set the relative position of the antenna on top of the surface of the package
Define a time interval [tmin;tmaz] to inject the EMG

Initialize the pulse generator [ Debut de 1’execution du programme

. . | 1 zeconde de pause
Define a time step At Arret de la carte

L. i . | Recuperat:!.un des registres
Initialize a random fixed key and plaintext | b o e e egisteon

i y Rezset de la carte pour 1'execution suivante
fori=tmin step Al totmaz do | |
: i iztres:

microcontroller_reset() ;

launch AES() ;

send_pulse_with_delay(?) .

sleep(100ms) | &

microcontroller_stop() i

results = microcontroller_get_status() i

print_and store(results) fRregistres particuliers:

H13 Stack Pointer = Bx200003CH

C'.Ild fD].‘ H14 Link Register = BxFFFFFFF?

lF15 Program Counter = BxA808006EGL
xPSR Program Status Register = Bx218000006

= A
i — Carry =

@Y — Overflow =
jl? — Saturation

BInterruption:
JExecution =

| PAGE 18
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of taults 0
RC=10
Xpsr

48
plr'
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100+
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TIMING CARTOGRAPHY

OF EMG EFFECT
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Fig. 3. Timing cartography of the EMC effect on the microcontroller
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Conclusion i

Round Maodification Analysis by targeting the round counter
Fault induced at the end of the penultimate round
Execution of a second penultimate round

EMG Fault model : instruction alteration

High occurrence rate / without triggering hardware interrupts

D

www.emse.fr

il i 9 = )
Sey——— L
e s [
o = ;:.-5'-"_'_“_
h i R

gl 3

| PAGE 21



Attack

H. Choukri et al.

PIC16F877

Type

Encryption sequence

Req.
texts

www.emse.fr

Key
search
average

Power Round Ro-R,, 2 =
[FDTC'05] 8-bit Glitch  Reduction second
J.H. Park et al. ATmegal28 Laser Round Ry-R;-Ry 10 =10
[ETRI'11] 8-bit Reduction hours
K.S. Bae et al. ATmegal28 Laser Round R,.-Rg-Rq 2 =
-bit eduction secon
[ICCIT'11] 8-bi Reducti d
J.M. Dutertre et al. Unknown mcu Laser Round R,.-Rg-R-R; 3 =1
#2 [HOST'12] 0.35um 8-bit Alteration second
J.M. Dutertre et al. Unknown mcu Laser Round Ry--Rg-Ri=10-Rizqp 3 = 1 hour
#3 [HOST'12] 0.35um 8-bit Addition - - & 30
minutes
Our experiment ARM Cortex-M3 EM Round Ro--Rg-R—g-Ri=1or 2 =1
[COSADE’13] based 130nm Glitch  Addition B B second

32-bit




Annexe : RMA Exceptionnel case




RMA - An Exceptional Case

An exceptional case may happen when a bytevaluein D2isequal to

K the corresponding byte on the second encryption;
ie. D? [byte | = D° [byte i
(ARK]
; EMG
HEw /2
m (X0 R=0 C&;
SB Round =10’
E K’9 K'1o
..... R I K
gl
g= :
E ﬁ gl
= [KS ]
T MCOSROSB(M,) M, SB(M,) SRoSB(M,.) D
] GARKD
Ko Y D (faulty ciphertext) = SROSB [MCOS ROSB(MQ) [] K’Q] L KIlO

¢ C (correct ciphertext) = SROSB(MQ) [] KlO

| PAGE 24



Example:

RMA - An Exceptional Case

An exceptional case may happen when a bytevaluein D2isequal to
the corresponding byte on the second encryption;
.e. D? [byte | = DP [byte |

M°9:32 43 F6 A8 88 5A 30 8D 31 31 98 A2 EQ 37 07 34
MP:19 84 Be 92 95 C8 B1 D9 C4 4E 4D 1E F2 CO 36 5E

ce:
Ch:

DY
Db :

39 25 84 1D 92 DC 09 FB DC 11 85 97 19 6A OB 32 .
10
13 AB D8 4B 7B EA FA 58 47 58 48 A5 50 B3 B2 DC
49 4a b5 1f 3b 08 83. dl 21 34 6b 32 cd 31 cb
8c fc 546b3a469e.b7656d0a927ba0e1 ﬁ_)
(ARK)H

SRoSB(M,.) D

| PAGE 25



RMA - An Exceptional Case

D9:49 4a b5 1f 3b 08 83 B8 d1 21 34 6b 32 cd 31 cb
DP:8c fc 54 6b 3a 46 9e [ b7 65 6d @a 92 7b a@ el

SB-10SR-1(D°I K’,,) O SB-20SR-1(DP0K’,,)=MC(Ca0 C?)

» 28 hypotheses
on K’;,[7] (byte [7] of K’,,)
and 2 hypotheses
on each other K’ ,byte

28 x 215 = 223 hypotheses
on the whole-K’,,

» to be examined by using C? and D¢,
and by calculating K’y and K,

» calculation time : still less than 1 second

| PAGE 26



RMA - An Exceptional Case

Probability of this exceptional case =

) m )

16
(256) (256) (?6) = 1- % = 9%6.070
1 1 1

with 1, 2 or even 3 equal byte values on D? and
DP?, the cryptanalysis has an answer in a short
calculation time

In any case, there is a faster solution :
- using 3 plaintexts, instead of 2

| PAGE 27
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Annexe : Digital IC




Cea Synchronous Digital IC Timing Constraints

1
data —«- D Q

- —
——D
clk clk->Q
=
Tclk + Tskew - Tsetup
data arrival time = Dck>g * Dpmax data required time = Toy + Tgew = Tsetup

—> Tclk > I:)clk->Q + DpMax - Tskew + Tsetup

I = F(Vdd)

Violating this timing constraint results in fault injection.
Usually IC are designed to tolerate : Vdrops < 0.1 x Vdd

| PAGE 30




